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Tel ephone - Tapping i's a serious invasion of an individual’s
privacy. Wth t he growt h of hi ghl'y sophi sti cat ed
conmuni cati on technol ogy, the right to “sold tel ephone
conversation, in the privacy of one’s honme or office without
interference, is increasingly susceptible to abuse. It is no
doubt correct that every Governnent, howsoever denocratic,
exerci ses sone degree of subrosa operation as a part of its
intelligence outfit but at the sanme tine citizen's right to
privacy has to be protected from being abused by she
authorities of the day.

This petition - public interest - under Article 32 of
the Constitution of India has been filed by the People’s
Union of Civil Liberties, a voluntary organisation, high
lighting the incidents of telephone tapping in-the recent
past. The petitioner has challenged the —constitutiona
validity of Section 5(2) of the Indian Tel egraph Act, 1885
(the Act), in the alternative it is contended that the said
provisions be suitably read-down to include procedura
safeguards to rule out arbitrariness and to prevent the
i ndi scrim nate tel ephone-tappi ng.

The writ petition was filed in the wake of the report
on "Tapping of politicians phones" by the Central Bureau of
I nvestigation (CBlI). Copy of the report as published in the
“Mai nstream’ vol une XXI X dated March 26.1991 has been pl aced
on record along with the rejoinder filed by the petitioner
The authenticity of the report has not been questioned by
the |l earned counsel for the Union of India before us. Para
21 and 22 of the report are as under

"21. lnvestigation has reveal ed the

following |apses on the part of

MINL i) In respect of 4 telephone

nunbers though they were shown to

be under i nterception in the

statement supplied by MINL, the

aut hori sation for putting t he

nunber under interception could not

be provided. Thi s shows t hat

records have not been rmaintained
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properly.

ii) In respect of 279 telephone
nunbers, although authority letters
from various authorised agencies
were avail abl e, these nunbers have
not been shown in list supplied by

MINL showi ng i nterception of
tel ephones to the correspondi ng
period. This shows that lists

supplied were inconpl ete.

iii) In respect of 133 cases,
interception of the phones were
done beyond the authorised part.
The GM (0) MINL in his explanation
has said that this was done in good
faith on oral~ requests of the
representatives of the -conpetent
authorities and that interception

beyond authorised periods will be
done only on receipt of witten
requests.

iv) In respect of 111 cases;
i nterception of t el ephones have
exceeded 180 days -period and no

per m ssi on of Gover nirent for
keepi ng the t el ephone under
i nterception beyond 180 days was
t aken.

V) The files pert ai ni'ng to
i nterception have not been

mai nt ai ned properly.

22. Investigation has also reveal ed
that various authorised agencies
are not maintaining the files
regardi ng i nterception of
tel ephones properly. One agency is
not maintaining even the log books
of interception. The reasons for
keepi ng a tel ephone nunber on watch
have al so not been mai nt ai ned
properly. The effectiveness of the
results of observation have to be
reported to the Governnent in
quarterly returns which is also not
being sent in time and does not

contain al | t he rel evant
i nf ormati on. In t he case of
agenci es ot her than 1.B., the

returns are submitted to the MHA
The periodicity of maintenance of
the records is not uniform It has
been found that whereas DRI keeps
record for the last years, in case
of I.B., as soon as the new
quarterly statenment is prepared,
the old returns are destroyed for
reasons of secrecy. The
desirability of mai nt enance of
unireturn and periodicity of these
docunents needs to be exam ned.

Section 5(2) of the Act is as under
"5(2) - On the occurrence of any
public enmer gency, or in t he
i nterest of public safety, the
Central Governnent or a State
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Government or any Oficer specially
authorised in this behalf by the
Central CGovt. or a State Governnent
may, if satisfied that it is
necessary or expedient so to do in
the interests of the sovereignty
and integrity of I ndi a, the
security of the State, friendly
relations with foreign States or
public order or for preventing
incitement to the commi ssion of
and offence, for reasons to be
recorded in witing, by order
direct that any nessage clear of
nmessages to or from any person or
class of persons, relating to any
particul ar subject, brought for
transm ssion by or transmtted or
received by any telegraph, shal
not be transmtted, or shall be
i ntercepted or detailed, or shal
be discl osed to the ~CGovernment
making the order or~ an officer
thereof nentioned in the order

Provi ded t hat press nessage
i ntended to be published in India
of correspondents accredited to the
Central Governnent or a States
CGovernment shall ‘not be intercepted
or det ai ned, unl ess their
transm ssion has been prohibited
under this sub-section".

The above provisions clearly indicate that in the event
of the occurrence of a public energency or in the interest

of public safety the Central CGovernment or the

Government or any officer specially authorised in

behal f, can intercept nessages if satisfied that
necessary or expedient so to do in the interest of
(i) The sovereignty and integrity of India.
(ii) The security of the State.
(iii) Friendly relations with foreign states.
(iv) Public order.

St ate
this
it is

(v) For preventing incitenment to the conmi ssion of an

of f ence.
The CBI report indicates that under t he
provisions of law Director Intelligence Bureau, D

above
rector

CGeneral Narcotics Control Bureau, Revenue Intelligence and

Central Econom c Intelligence Bureau and ‘the Di

rector

Enforcenent Directorate have been authorised by the Centra
CGovernment to do interception for the purposes indicated
above. In addition, the State Governnents generally give

authorisation to the
Police/lntelligence agencies to exercise the powers
the Act.

The Assistant Director General Departnment of Telecom

has filed counter affidavit on behalf of the Union of
The stand taken by the Union of India is as under

"The allegation that the party in

power at t he Centre/ State or

of ficer authorised to tap the

t el ephone by the Central / State

CGovernment could msuse this power

is not correct. Tappi ng of

t el ephone coul d be done only by the

Central / State Governnent order By

under

I ndi a.
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the Oficer specifically
aut hori sed by the Central/State
CGovernment in their behalf and it
could be done only wunder certain
conditions such as Nat i onal
Emergency in the interest of public
safety security of States public
order etc. It is also necessary to
record the reasons for tapping
before tapping is resorted to. If
the party whose tel ephone is to be
tapped is to be inforned about this
and al so the reasons for tapping it
will defeat the very purpose of
tappi ng of tel ephone. By the very
sensitive nature of the work, it is
secrecy in the matter. In spite of
safeguards, if there is ‘alleged
m suse of the powers regarding
tappi ng of t el ephones by any
aut hori sed officer, the aggrieved
part could represent to the state
CGovernment and sui tabl e action
could be taken as may be necessary.
Striking down /'the provision section
5(2) of the Indian telegraph Act,
is not desirabl e as it wll
j eopardi se public i nterest and
security of the State".

Section 7 (2)(b) of the Act which gives making power to

the Central Government is as under

"7. Power to nmake rules for the
conduct of telegraphs -- (1) The
Central Governnent mays from tine
totime, by notification in the
of fici al Gazetted make rul es
consistent with this Act for the
conduct of all or any tel egraphs,
established, maintained or worked
by the Government or by persons
i censed under this Act.

(2) Rules wunder this section may

provide for all or any of the
foll owi ng, anong other matters that
is to say:

(a) XX XX

(b) the precautions to be taken for
preventing the i mpr oper
i nterception or di scl osure of
message".

No rules have been framed by the Central Governnent
under the provisions quoted above.

M. Rajinder Sachar, Sr. Advocate assisted by M.
Sanj ay Pari kh vehenmently contended that right to privacy is
a fundanental right guaranteed under Article 19(1) -and
Article of the Constitution of India. According to M.
Sachar to save Section 5(2) of the Act from to being
decl ared unconstitutional it is necessary to read down the
said provision to provide adequate machinery to safeguard
the right to privacy. Prior judicial sanction - ex-parte in
nature - according to M. Sachar, is the only safeguard,
whi ch can elimnate the element of arbitrariness or
unr easonabl eness. M. Sachar contended that not only the
substantive law but also the procedure provided therein has
to be just, fair and reasonabl e.
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Wil e hearing the argunents on Septenber 6, 1995, this
Court passed the follow ng order

"M.Parikh is on his legs. He has

assisted us in this mtter for

about half an hour. At this stage,

M. Kapil Sibal & Dr. Dhawan, who

are present in Court, stated that

according to them the nmatter is

i mport ant and t hey bei ng

responsi bl e menbers of the Bar

are duty bound to assist this Court

in a matt er like this. W

appreciate the gesture. W permt

themto intervene in this matter.

They need a short adjournnent to

assi st us.

The matter is adjourned to Cctober

11, 1995".

Wil e assisting this Court WM. Kapil Sibal at the out
set stated that” in the interest of the security and
sovereignty of India and “to deal wth any other emergency
situation for the protection-of national interest, messages
may indeed be intercepted. According to him the core
question for determnation is whether there are sufficient
procedural safeguards “to rule out arbitrary exercise of
power under the Act.” M. Sibal contended that Section 5(2)
of the Act clearly lays down the conditions/situations which
are sine qua non for the exercise of the power but the
manner in which the said power can be exercised has not
been provided. According to ~him procedural " safeguards
short of prior judicial scrutiny - shall have to be read in
Section 5(2) of the Act to save it from the vice of
arbitrariness.

Both sides have relied upon the  seven-Judge ' Bench
judgrment of this Court in Kharak Singh V. The State of U. P.
& Os. (1964) 1 SCR 332. The question for consideration
bef ore this Court was whether "surveillance" under Chapter
XX of the U P.Police Regul ations constituted an infringenent
of any of the fundanmental rights guaranteed by Part 111 of
the Constitution. Regul ati on 236(b) whi-ch permtted
surveillance by "domciliary visits at night" was held to be
violative of Article 21 on the ground that there was no
"l aw' under which the said regulation could be Justified.

The word "life" and the expression "personal |iberty"
in Article 21 were elaborately considered by this court in
Kharak Singh's case. The majority read "right to privacy" as
part of the right to life wunder Article 21 of the
Conctitution on the foll owi ng reasoni ng:

"W have al r eady extracted a

passage fromthe judgnent of Field,

J. in Minn vs Illinois (1877) 94
U S 113, 142 were the |earned
Judge Pointed out that "life" in

the 5th and 14th Anendnments of the
U S. Constitution corresponding to
Art.21, neans not nerely the right
to the continuance of a person’s
ani mal existence, but a right to
the possession of each of his
organs-his arms and legs etc. we do
not entertain any doubt that the
word "life" in Art.21 bears the
same signification. 1s then the
work " personal liberty" to be
constructed as excluding from its
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purview an invasion on the part of
the police of the sanctity of man's
hone and an intrusion into his
personal security and his right to
sleep which is the normal confort
and a dire necessity for human
exi stence even as an aninmal? It
nm ght not be inappropriate to refer
here to the words of the preanble
to the Constitution that it is
designed to "assure the dignity of

the individual" and therefore of
t hose cherished human value as the
neans of ensuring hi s ful

devel opnent and evolution. W are
referring to these objectives of
t he framers nerely to dr aw
attention to the concept s
underlying the constitution  which
woul'd point ~to such vital words as
"personal-reasonabl e ~“manner and to
be attributed that sense which
would promote and achieve those
obj ectives and by no neans to
stretch the nmeaning of the phrase
to square wth any preconceived
noti ons or doctrinaire
constitutional t heori es.
Frankfurter, J. observed in"Wlf v.
Col orado (1949) 338 US

"The security of __one’s privacy
against arbitrary intrusion by the
police is basic to a free society.
It is therefore inplicit in the
concept of ordered party and as
such enforceabl e agai nst the States
through the Due Process C ause. The
knock at the door, whether by day
or by night as a prelude to a
search without authority of |aw but
solely on the authority of the
police, did not need the commentary
of recent history to be condemmed
as inconsistent with the conception
of human rights enshrined in the
hi story and t he basi c
constitutional docunent s of
Engl i sh- speaki ng peopl es We have
no hesitation in saying that here a
State affirmatively to sanction
such police incursion into privacy
it would run counter to the
guar anty of t he Fourt eenth
Amendnent . "

Murphy, J. considered that such
i nvasi on was against "the very
essence of a scheme of ordered
liberty".

It is true that in the decision of
the U S. Supreme Court from which
we have nade these extracts, the
Court had to consider also the
i mpact of violation of the Fourth
Amendnent which reads.

"The right of the people to be
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secure in their persons, houses,

papers, and ef fect, agai nst
unr easonabl e searches and sei zures,
shall to be viol ated; and no
warrants shall i ssue but upon

pr obabl e cause, supported by oath
or affirmation, and particularly
descri bi ng t he pl ace to be
searched, and the persons of things
to be seized."

and that our constitution does not
in terns conf er any like
constitutional guar ant ee.
neverthel ess, these  extracts would
show t hat an unauthorised intrusion
into a person’s hone and the
di sturbance caused to hi mthereby,
is'as it were the violation of a
conmmon law right of a man- an
ul ti'mate essenti al of or der ed
liberty, if not of the very concept
of civilisation. An English conmmon
Law maxi m asserts that "every man's

house is his castle" and in
Semayne‘'s case (1604) 5 Coke 91
where this was applied, it was

stated that "the house of everyone

is to him ‘as his castle _and

fortress as well ‘as for his defence

against injury and violence as for

his repose"” W are not unm ndful of

the fact that Semmyne’'s case was

concerned with the lawrelatingto

executions in Engl and, but" the

passage extracted has a validity

quite apart fromthe context of the

particul ar decision. It enbodies an

abi ding principle which transcends

nmere protection of property rights

and expounds a concept of "persona

liberty"” which does not rest on any

element of feudalism or on any

theory of freedom which has ceased

to be of val ue.

In our viewcl.(b) of Regulation

236 is plainly violative of Art 21

and as there is no |l aw on which the

same could be justified it must be

struck down as unconstitutional."

Subba Rao, J. (as the learned Judge then was) in his
mnority opinion also came to the conclusion that right to
privacy was a part of Article 21 of the Constitution but
went a step further and struck down Regulation 236 as a
whol e on the follow ng reasoning:

"Further, the right to persona

liberty takes in not only a right

to be free fromrestrictions placed

on his movenments, but also free

from encroachnents on his private

life. It is true our Constitution

does not expressly declare a right

to privacy as a fundanental right

but the said right is an essentia

i ngredi ent of per sonal liberty

Every denocratic country
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sanctifies donestic life; it is
expected to give himrest, physica
happi ness, peace of m nd and
security. In the last resort, a
person’s house, where he lives with

his famly, is his "castle” " it is
hi s ranpart agai nst encroachnent on
his personal liberty. The pregnant
wor ds of t hat f amous j udge,

Frankfurter J., in WIf v. Col orado
(1949) 338 US 25, pointing out the
i mportance of the security of one’s
privacy agai nst arbitrary
instruction by the police, could
have no less application to an
I ndi an home as to an-American one.

| f physi cal encr oachment s on
person’s novenent s af f ect hi s
per sonal liberty, physi ca
encr'oachnents on his private life

woul d affect it in a l'arger degree

I ndeed, nothing is nore del eterious
to a man's physical happiness and
heal th t han a cal cul at ed
interference with~ his privacy. W
woul d, therefore, define the right
of personal liberty in Art. 21 as a
right of an individual to be free
fromrestrictions or encroachments

on his per son; whet her those
restrictions or encroachnents are
directly inposed or i ndirectly
br ought about by cal cul ated
nmeasures, |f so understood, all the
acts of surveil |l ance under
Regul ati on 236 i nfringe the

fundanental right of the petitioner

under Art, 21 of the Constitution."

Article 21 of the Constitution has, therefore, been
interpreted by all the seven |learned Judges in Kharak
Singh’s case (majority and the minority opinions) to include
that "right to privacy" is a part of the right to
"protection of life and personal liberty" guaranteed under
the said Article.

In Govind vs. State of Madhya Pradesh (1975) 2 SCC 148,
a three-Judge Bench of this Court consi dered t he
constitutional validity of Regul ati ons 855 and 856 of
the Madhya Pradesh police Regul ati on hi s provi ded
surveillance by way of several nmeasures indicated in the
said regulations. This Court wupheld the wvalidity of the
regul ations by holding that Article 21 was not violated
because the inpugned regul ati on procedure established by | aw
interms of the said article.

In R  Rajgopal alias R R CGopal and another vs. State
of Tam | Nadu (1994) 6 SCC 632, Jeevan Reddy,J. speaking for
the Court observed that in recent tinmes right to privacy has
acquired constitutional status. The |earned Judge referred
to Kharak's case, Govind's case and considered a |arge
nunber of American and English cases and finally came to the
conclusion that "the right to privacy is inplicit in the
right tolife and |iberty guaranteed to the citizens of this
country by Article 21. It is a "right to be let alone". A
citizen has a right "to safeguard the privacy of his own,
his famly, marriage, procreation, notherhood, child-bearing
and educati on anpbng other matters".
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We have, therefore, no hesitation in holding that right
to privacy is a part of the right to "life" and "persona
liberty" enshrined under Article 21 of the Constitution
Once the facts in a given case constitute a right to
privacy; Article 21 is attracted. The said right cannot be
curtailed "except according to procedure established by
[ aw'.

The right privacy - by itself - has not been identified

under the Constitution. As a concept it nmay be too broad and
noralistic to define it judicially. Wether right to privacy
can be clained or has been infrigned in a given case would
depend on the facts of the said case. But the right to hold
a tel ephone conversationin the privacy of ones hone or
office without interference can certainly be clainmed as
"“right to privacy". Conversations on the tel ephone are often
of an intimte and confidential character. Tel ephone
conversation is a part of ~nodern man's life. It is
consi dered so inportant that nore and nore people are
carryi ng nobile telephone instruments in their pockets.
Tel ephone conversation is an inportant facet of a man's
private l'ife. ~“Right to privacy would certainly include
tel ephone-conversation in the privacy of one’'s home or
of fice. Tel ephone-tapping would, thus, infract Article 21 of
the Constitution of India unless it is permtted under the
procedure established by |aw.

Right to freedom of speech and expression is guaranteed
under Article 19(1) (a) of the Constitution. This freedom
nmeans the right to 'express ones convictions and opinions
freely by word of ‘mouth, witing, printing, picture, or in
any other nmanner. Wen a person-is tal king on telephone, he
is exercising his right to freedom of speech and expression
Tel ephone-tapping unless it comes wthin the grounds of
restrictions wunder Article 19(2) would infract Article
19(1) (a) of the Constitution.

India is a signatory to theInternational Covenant
on Civil and Political R ghts, 1966. Article 17 of the said
covenant is as under:

"Article 17

1. No one shall be subject to

arbitrary or unlawful interference

with his privacy, famly, hunman or

correspondence, nor to | awf u

attacks on hi s honour and

reputation.

2. BEvery one has the right to the

protection of the |aw against such

interference or attacks."

Article 12 of the Universal Declaration of Human
Rights, 1948 is alnbst in simlar terns.

International law today is not confined to regulating
the relati ons between the States. Scope continues to extend.
Today matters of social concern, such as health, education
and econom cs apart fromhuman rights fall within the anbit
of International Regul ations. International law is  nore
than ever ained at individuals.

It is alnpst accepted proposition of law that the rules
of customary international |aw which are not contrary to the
muni ci pal law shall be deened to be incorporated in the
donestic | aw.

Article 51 of the Constitution direct that the State
shal | endeavour to inter alia, foster respect for
international law and treaty obligations in dealings of
organi sed peoples with one another. Relying upon the said
Article, Sikri, CJ in Kesavananda Bharathi vs. State of
Kerala (1973) Supp. SCR 1 observed as under:
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"it seens to me that, in view of
Article 51 of t he directive
principl es, this Court must
i nterpret | anguage of t he
Constitution, if not intractable,
which is after all a municipal |aw
inthe Ilight of the United Nations
Charter and the solem declaration
subscribed to by India."
In ADM Jabal pur vs. S. Shukla, Khanna J. in his
m nority opinion observed as under:
"Equally well established is the
rule of construction that if there
be a conflict between the nunicipa
law on one si de and t he
i nternational |aw or the provisions
of any treaty obligations. on the
other the Courts would give effect
to nunicipal law If, however two
constructions of the nunicipal |aw
are —possible, the Courts should
lean in favour of  adopting such
construction as woul'd rmake the
provisions of the municipal law to

be in har nony with the
i nternational | aw on treaty
obl i gati ons. Every statutes
accordi ng to this rul e
interpreted, so far as its language
permts. SO as not to be

i nconsistent with the comty of

nations on the established rul es of

international law, and the court

will avoid a construction ~which

woul d gi ve rise to such

i nconsi stency unless compelled to

adopt it by plain and unambi guous

| anguage. "

In Jolly George Varghese vs. Bank of Cochin AlR 1980 SC

470, Krishna lyer, J. posed the foll'owing question

"From t he per spective of
international law the guestion
posed is whether it is right to
enforce a contractual liability by

imprisoning a debtor in the teeth

of Article 11 of the Internationa

Covenant on Civil and Politica

Ri ghts. The Article reads:

No one shall be inprisoned nerely

on the ground of inability to

fulfil a contractual obligation."

The | earned Judge interpreted Section 51 of the Code of
Cvil Procedure consistently wth Article 11 of the
I nt ernati onal Covenant.

Article 17 of the International Covenant - quoted above
- does not go contrary to any part of our Minicipal |aw.
Article 21 of the Constitution has, therefore, been
interpreted in conformty with the international |aw

Learned counsel assisting us in this case have not
seriously challenged the constitutional vires of Section
5(2) of the Act. In this respect it would be useful to refer
to the observations of this Court in Hukam Chand Shyam La
vs. Union of India & O's. 1976 (2) SCC 128:

"Section 5(1) i f properly

construed, does not confer unguided
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and unbridled power on the Centra
Governnent/ St ate

Gover nnent/ special ly aut hori sed
officer to take possession of any
telegraph. Firstly, the occurrence
of a "public enmergency” is the sine
gua non for the exercise of power
under this section. As a
prelimnary step to the exercise of
further jurisdiction under this
section the Covernment  or t he
authority concerned nust record its
satisfaction as to the existence of
such an enmer gency. whi ch t he
exi stence of the emergency which is
a pre-requisite for the exercise of
power under this section nust be a
"public emergency’ and 'not any
ot her Kkind of enmer gency. the
expriession public energency’ . has
not been defined in the statute,
but contours broadly delineating
its scope and features are
di scernible from the section which
has to be read as a whole. in sub-
section (1) the phrase 'occurrence
of any public emer gency’ i s
connected with ‘and is imediately
followed by the phrase "or in the
interests of the public safety”.
These two phrases appear to take

colour from each other. in the
first part of sub-section (2) those
tow phrases again occur in

association with each other, and
the context further clarifieswth
anplification t hat a "public
emergency’ within the contenplation
of this section is one which raises
probl ems concerning the interest of
the public safety, the sovereignty
and intergrity of I ndi a, the
security of the State, friendly
relations with foreign states or
public order or the prevention of
incitement to the commission of an
offence. It is in the context of
these matters that the appropriate
authority has to form an opinion
with regard to the occurrence of a
"public emergency’ with a viewto
taking further action wunder this
section. Economic emergency is not
one of those matters expressly
mentioned in the statute. Mere
"economi c enmergency’ - as the High
Court calls it - nay not
necessarily amunt to a ’'public
emergency’ and justify action under
this action unl ess it rai ses
problens relating to the matters
indicated in the section.”

As nentioned above, the prinmary contention raised by

the learned counsel is to |lay-down necessary safeguards to
rul e-out the arbitrary exerci se of power under the Act.
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Section 5(2) of the Act permts the interception of
nessages in accordance with the provisions of the said
Section. "Cccurrence of any public energency” or "in the
interest of public safety" are the sine qua non for the
application of the provisions of Section 5(2) of the Act.
Unless a public energency has occurred or the interest of
public safety demands, the authorities have no jurisdiction
to exercise the powers under the said Section Public
enmergency woul d nmean the prevailing of a sudden condition or
state of affairs affecting the people at large calling for
i medi ate action. The expression "public safety” means the
state or condition of freedomfrom danger or risk for the
peopl e at |arge, When either of these two conditions are not
in existence, the Central  Government or a State CGovernnent
or the authorised officer cannot resort to tel ephone tapping
even though there is satisfaction that it is necessary or
expedient so to do in the interests of it sovereignty and
integrity of India etc. In other words, even if the Centra
Governnent is satisfied that it is necessary or expedient so
to do inthe interest of the sovereignty and integrity of
India or the security of the State or friendly relations
with sovereign States or in-public order or for preventing
incitement to the commssion of an offence, it cannot
intercept the nmessage, or resort to tel ephone tapping unless
a public enmergency has occurred or the interest of public
safety or the existence of the interest of public safety
requires. Neither the occurrence of public energency nor the
interest of public safety are secretive conditions or
situations. Either of the situations would be apparent to a
reasonabl e person.

The first step —under Section 5(2) of ‘the Act,
therefore, is the occurrence of any public energency or the
exi stence of a Public-safety interest.” Thereafter the
conpetent authority under Section 5(2) C the Act is
enpowered to pass at order of interception after recording
its satisfaction that it is necessary or expedient so to do
inthe interest of (i) sovereignty and integrity of India,
(ii) the security of the State (iii) friendly relations with
foreign States, (iv) public order or (v) for ~ preventing
incitement to the conmi ssion of an offence. Wen any of the
five situations nentioned above to the satisfaction of the
conpetent authority require then the said authority may pass
the order for interception of nmessages by recordi ng reasons
inwiting for doing so.

The above anal ysis of Section 5(2) of the Act show that
so far the power to intercept nmessages/conversations is
concer ned t he Secti on clearly | ays- down t he
situations/conditions under which it can be exercised. But
the substantive law as laid down in Section 5(2) of the Act
nmust have procedural backing so that the exercise of power
is fair and reasonably. The said procedure itself nust be
just, fair and reasonable. It has been settled by this Court
in Maneka Gandhi vs. Union of India (1978) 2 SCR 621, that
"procedure which deals with the nodalities of regulating,
restricting or even rejection; a fundanental right falling
within Article 21 has to be fair, not foolish, carefully
designed to effectuate, not to subvert, the substantive

right itself". Thus, understood, "procedure" nust rule out
anything arbitrary, freakish or bi zarre. A valuable
constitutional right can be canalised only by canalised
processes".

W are of the viewthat there is considerable force in
the contention of M. Rajinder Sachar, M. Kapil Sibal and
Dr. Rajiv Dhawan that no procedure has been prescribed for
the exercise of the power under Section 5(2) of the Act. It
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is not disputed that no rul es have been framed under Section
7(2)(b) of the Act for providing the precautions to be taken
for preventing the inproper interception or disclosure of
nmessages, In the absence of just and fair procedure for
regul ating the exercise of power under Section 5(2) of the
Act, it is not possible to safeguard the rights of the
citizens guaranteed wunder Articles 19(1)(a) and 21 of the
Constitution of India. The CBI investigation has reveal ed
several lapses in the execution of the orders passed under
Section 5(2) of the Act, Paras 21 and 22 of the report have
al ready been quoted in the earlier part of this judgment.

The Second Press Commission in paras 164, 165 and 166
of its report has comented on the "tappi ng of tel ephones”
as under:

"Tappi ng of Tel ephones

164. It is felt” in sone quarters,

not w thout reason, that not
infrequently the Press in ‘genera
and its editorial echelons in

particul ar have to suffer tapping
of tel ephone.

165. Tapping of telephones is a
serious invasion of privacy. is a
variety of technol ogi ca
eavesdr oppi ng, Conversation on the
tel ephone are often of an intimte
and confidenti al character. The
rel evant st at ue, i.e., I'ndian
Tel egraph Act, « 1885, a piece of
anci ent | egi sl ation, does not
concern itself with t appi ng.
Tappi ng cannot the regarded as a
tort because the law as it stands
today does not know of any genera
right to privacy.

166. This 1is a hardly satisfactory
situation. There are i.nst ances
wher e appprehensions of disclosure
of sources of information as well
as the character of information my
result in constraints on freedom of

i nformation and consequenti a
drying up of its source. W,
t herefore, reconmend t hat
tel ephones nay not be tapped except
in t he i nterest of nati ona
security public or der of

i nvestigation. of crinme and simlar
obj ectives, under orders nmade in
witing by the Mnister concerned,
or an officer of rank to whomthe
power in that behalf is del egated.
The order should disclose reasons.
An order for tapping of tel ephones
shoul d expire after three nmonths in
from the date of t he or der.
Moreover within a period, of six
weeks the order should cone up for
revi ew before an Board constituted
on the lines prescribed in statues
providing for preventive detention

It should be for the Board to
decide  whet her t appi ng shoul d
continue any |onger. The decision
of the Board should be binding on
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the Governnent. It nay be added
that the Mnister or his del egates
will be conpetent to issue a fresh

order for tapping of the tel ephone

if circunstances <call for it. The

Tel egraph Act should contain a

clause to give effect to this

reconmendati on. "

Wiile dealing with Section 5(2) of the Act, the Second
Press Commi ssion gave follow ng suggesti ons regarding
"public energency” and "interest of public safety":

"160. It may be noticed that the

publ i c energency nentioned in the

sub-section is not' an objective

fact. Sone public functionary nust

deternmine its existence and it is

on the basis of the existence of a

public energency that an authori sed

of ficial should exercise the power

of . ‘wi-t'hhol di ng transm ssi on of

tel egranms. W t hi nk t hat t he

appropriate gover nirent shoul d
decl are the exi stence of the public
emer gency by a notification

warranting the exercise of this
power and it is only after the
i ssue of such a notification that

t he power of wi t hhol di'ng
tel egraphi ¢ nessages shoul d be
exerci se by t he del egat ed
aut hority. When such a
notification is i ssued, t he

principal officer of the telegraph
office can be required to subnmit to
be the District Mgistrate, whomwe
consi der to be the proper person to
be the delegate for exercising this
power, such telegrans brought for
transm ssion which are likely to be
prejudicial to the interest sought
to be protected by the Sub-Section.
Thereupon the District Magistrate
should pass an order in witing
wi t hhol di ng or al | owi ng t he
transm ssion of the telegram W
are suggesting the safeguard of a
prior notification declaring the
exi stence of a public energency
because the power of interception
is drastic power and we are loath
to leave the determ nation of
exi stence of a public emergency in
the hands of a del egate”.

"W are of the view that whenever
the power is exercised in the
i nterest of public safety. it
should, as far as possible, be
exerci sed bag t he concer ned
M ni st er of t he appropriate
government for one nonth at a tine
extendible by Governnent if the
enmer gency conti nues. However in
exceptional circunstances the power
can be delegated to the District
Magi strate.
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163 W also think that as soon as

order is passed by the District

Magi strate wi t hhol di ng t he

transm ssion of a telegraphic

Message, it should be comuni cated

to the Central or State Governments

as the case nmay be, and also to the

sender and the addressee of the

telegram The text of the order

shoul d be placed on the table of

the respective State |egislatures

after three months. W reconmmend

that, as suggested by the Press

Council of India in_its annua

report covering 1969, the officer

in charge of a telegraph office

shoul d mai ntain a register giving

particul ars of the tinme of receinpt,

the sender and address of " every

telegram which he refers to the

di strict Magi strat e with

reconmendati on of its withhol ding.

Simlarly, the District Mgistrate

should maintain a register of the

time receipt, ‘content and addressee

of each telegram and record his

deci sion thereon together with the

time of the decision. Data of this

nature wll help courts, if called

upon, to determ ne the presence or

absence of a mala fide in the

wi t hhol ding of telegranms".

According to M. Sachar the only way to safeguard the
right of privacy of an individual® is that there should be
prior judicial scrutiny before “any -order for telephone-
tapping is passed under Section 5(2) of the Act. He states
that such judicial scrutiny nmay( be exparte. M. Sachar
contended that the judicial scrutiny alone would'take away
t he apprehension of arbitrariness or unreasonabl eness of the
action. M. Kapil Sibal, on the other hand has suggested
various other safeguards short of prior judicial scrutiny -
based on the | aw on the subject in England as enacted by the
Interception of the Communications Act, 1985.

W agree with M. Sibal that in the absence of -any
provision in the statute, it is not possible to provide for
prior judicial scrutiny as a procedural safeguard. It is for
the Central Governnent to make rul es under Section 7 of the
Act. Rule 7(2)(b) specifically provides that the Centra
Government may nmke rules |laying down the precautions to be
taken for preventing the inproper interception or disclosure
of nmessages. The Act was enacted in the year 1885. “The power
to make rules under Section 7 of the Act has been there for
over a century but the Central Government has not thought it
proper to frame the necessary rules despite severe criticism
of the nanner in which the power under Section 5(2) has been
exercised. It is entirely for the Central Government to make
rules on the subject but till the time it is done the right
to privacy of an individual has to be safeguarded. In order
to rule-out arbitrariness in the exercise of power under

Section 5(2) of the Act and till the time the Centra
Government lays down just, fair and reasonable procedure
under Section 7(2)(b) of the Act, it is necessary to |ay

down procedural safeguards for the exercise of power under
Section 5(9) of the Act so that the right to privacy of a
person i s protected.
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We, therefore, order and direct as under

1. An order for tel ephone-tapping in terns of Section 5(2)
of the Act shall not be issued except by the Honme Secretary,
CGover nnment  of I ndi a (Central CGover nnent) and Hone
Secretaries of the State Governnments. In an urgent case the
power may be delegated to an officer of the Hone Depart nent
the Government of India and the State Governnents not bel ow
the rank of Joint Secretary. Copy of the order shall be sent
to the Review Conmittee concerned with one week of the
passi ng of the order-.

2. The order shall require the person to whom it is
addressed to intercept in the course of their transm ssion
by nmeans a public t el ecommuni cati on system such
conmuni cations as are described in the order. The order may
also require the person to whomit is addressed to disclose
the intercepted material to such persons and in such manner
as are described in the order

3. The matters to be taken into account in considering
whet her an order is necessary under Section |ist of the Act
shal | include whether the information which is considered

necessary to -acquire could reasonably be acquired by other
nmeans.

4. The interception rrequired under Section 5(2) of the Act
shall be the interception of such communications as are sent
to or fromone or nore addresses specified in the order
bel ong an address or addresses likely  to be wused for the
transm ssion of comuni cations to or from from one
particul ar person specified or described in the order or one
particul ar set of prenises described in the order

5. The order under Section 5(9) of the Act shall, unless
renewed, case to have effect at the end of the period of two
nonth fromthe date of issue. The authority which issued the
order may, at any tine before the end of two nonth period
renew the order if it by the State CGovernnent.

(a) The Conmittee shall on'its own, within two nonths
of the passing of the order by the authority concerned,

i nvesti gate whether there is or has been a rel evant ‘order
under Section 5(2) of the Act. Were there is or has been an
order whether there has been any contravention of the

provi sions of Section 5(2) of the Act.

(b) If on an investigation the Conmittee concludes that
there has been a contravention of the provisions of Section
5(2) of the Act, it shall set aside the order under scrutiny
of the Conmittee. It shall further direct the destruction of
the copies of the intercepted materi al

(c) If on investigation, the Conmittee comes to the
conclusion that there has been no contravention of the
provisions of Section considers that it is 'necessary to
continue the order in terns of Section 5(2) of the Act. The
total period for the operation of the order shall not exceed
si x nont hs.

6. The authority which issued the order shall naintain the
foll owi ng records:

(a) the intercepted communi cati ons,

(b) the extent to whi ch the

material is disclosed,

(c) the nunmber of persons and their

identity to whom any of t he

material is disclosed.

(d) the extent to whi ch the

material is copied and

(e) the nunber of copies made of

any of the material.

7. The use of the intercepted material shall be limted to
the mninum that is necessary in terns of Section 5(2) of




http://JUDIS.NIC. I N SUPREME COURT OF | NDI A Page 17 of 17
the Act.

8. Each copy nade of any of the intercepted material shal

be destroyed as soon as its retention is no |onger

necessary in terns of Section 5(2) of the Act.

9. There shall be a Review Comm ttee consisting of Cabinet

Secretary, the Law Secretary and the Secretary,

Tel ecommuni cation at the level of the Central Governnent.

The Review Conmittee at the State |evel shall consist of

Chi ef Secretary, Law Secretary and another nenber, other
than the Hone Secretary, appointed 5(2) of the Act, it shal
record the finding to that effect.

The writ petition is disposed of. No costs.




